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Detailed Action 



Objection to the drawings: 

Figures 1 -3 should be designated by a legend such as —Prior Art- 
- because only that which is old is illustrated. See MPEP 
§ 608.02(g). Corrected drawings in compliance with 37 CFR 
1.121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should 
be labeled "Replacement Sheet" in the page header (as per 37 
CFR 1.121(d)) so as not to obstruct any portion of the drawing 
figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective 
action in the next Office action. The objection to the drawings will 
not be held in abeyance. 



The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this 
section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a 
foreign country or in public use or on sale in this country, more than one year prior 
to the date of application for patent in the United States. 

Claims 1- 8, 13-15, 23 - 31 are rejected under 35 U.S.C. 

§ 102(b) as being anticipated by Mizoguchi et al. (U.S. Patent 

5,978,939). 

As per independent claim 1: 

Mizoguchi teaches a computer system, comprising at least one 
processor, a system memory coupled to said processor, at least 
one input/output device coupled to said processor, and a 
watchdog timer device, wherein the computer system executes: 
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• an operating system with at least two protection layers [see 
user layer col. 1, lines 19-24 and OS layer col. 1, line 21-24; 
see also the discussion of the hardware layer, the OS layer, 
and the user layer, col. 13, lines 15-19; see col. 8, lines 60- 
63, re: hardware layer]; 

• one or more key computer applications [see "hierarchized 
software programs", col. 1, line 8; see also "execution 
process" col. 1, line 49]; and 

• an application watchdog driver that monitors user 
designated computer applications for periodic messages [see 
watchdog timer driver 22 and associated discussion, col. 13, 
line 15, line 64, col. 14, line 8, line 10, line 14, line 16; see 
"reexection requests" col. 13, line 60, i.e., functionally 
equivalent to the claimed "periodic messages"]; 

• wherein if the watchdog driver receives a periodic message 
from all user-designated computer applications in a 
predetermined period of time, the watchdog driver delivers a 
command to clear the watchdog timer device [see "restart 
the watchdog time driver 22" discussion col. 14, lines 9 - 
29]. 



As per dependent claim 2: 

Mizoguchi teaches a message passing interface that transmits 
signals between the two protection layers, wherein the watchdog 
driver executes in one protection layer and the application 
executes in another protection layer and wherein the periodic 
message is transmitted from the application to the application 
watchdog driver through the message passing interface [see 
timeout monitoring process 21 in the user layer and watchdog 
timer 22 and a process management subsystem 23 in the OS 
layer; see OS interval timer 25, col. 13, line 64; see also 
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"reexection requests" col. 13, line 60, i.e., functionally equivalent 
to the claimed "periodic messages"]. 

As per dependent claim 3: 

Mizoguchi teaches the message passing interface is a shared 
memory queue [e.g., see "process schedule queues" and 
associated discussion col. 13, beginning line 60]. 

As per dependent claim 4: 

Mizoguchi teaches the watchdog timer device resides in a 
hardware layer separate from the operating system protection 
layers and wherein the application watchdog driver communicates 
with the watchdog timer device via a hardware abstraction layer 
[see user layer col. 1, lines 19-24 and OS layer col. 1, line 21-24; 
see also the discussion of the hardware layer, the OS layer, and 
the user layer, col. 13, lines 15-19]. 



As per dependent claim 5: 

Mizoguchi teaches a system watchdog timer device wherein the 
computer system also executes a system watchdog driver that 
monitors the operating system for periodic messages; and 
wherein if the system watchdog driver receives a periodic 
message from the operating system in a predetermined period of 
time, the system watchdog driver delivers a command to clear 
the system watchdog timer device [see "OS interval timer 25", 
col. 13, line 64]. 

As per dependent claim 6: 

Mizoguchi teaches the watchdog timer devices issue a reset 
command if either of the watchdog timer devices do not receive a 
clear timer command from the watchdog drivers in a 
predetermined period of time [e.g., see function of watchdog 
timers discussed col. 13, beginning line 7] . 
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As per independent claim 7: 

This claim is rejected for the same reasons detailed above in the 
rejection of independent claim 1, and also for the following 
additional reasons: 

Mizoguchi teaches an application watchdog, comprising: 

• a dedicated watchdog counter in the hardware layer of a 
computer system [e.g., see "Counter 22a" fig. 3, and 
associated discussion col. 13, beginning line 26; see also 
watchdog timer 24, col. 13, line 16] , and 

• a watchdog driver [see watchdog time driver 22, col. 13, line 
15] operating in the kernel mode of the computer operating 
system, the watchdog driver comprising: 

• a system thread configured to monitor a plurality of 
designated user applications operating in the user mode of 
the computer operating system [see process management 
subsystem 23, col. 13, line 20]; 

• a message passing interface for receiving periodic signals 
from each of the user applications [see "reexection requests" 
col. 13, line 60, i.e., functionally equivalent to the claimed 
"periodic messages"]; and 

• a communication interface for transmitting a timer reset 
command to the dedicated watchdog counter [see restarting 
the timeout monitoring process, col. 14, line 42]; 

• wherein if the system thread receives a message from each 
of the designated user applications within an allotted period 
of time, the watchdog driver sends a timer reset command 
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to the dedicated watchdog counter and wherein if the 
system thread does not receive a message from each of the 
designated user applications within the allotted period of 
time, the watchdog driver does not send a timer reset 
command to the dedicated watchdog counter [e.g., see 
"watchdog time" and "timeout value" and associated 
discussion col. 10, beginning line 43] . 



As per dependent claim 8: 

Mizoguchi teaches if the watchdog counter does receive a timer 
reset command from the watchdog driver, the counter is reset to 
begin counting down from the maximum allotted period of time 
and wherein if the watchdog counter does not receive a timer 
reset command from the watchdog driver, the counter is 
configured to restart the computer system when the counter 
expires [e.g., see function of watchdog timers discussed col. 13, 
beginning line 7]. 

As per dependent claim 13: 

Mizoguchi teaches the messages from the designated user 
applications are sent periodically by the applications and directed 
specifically to the watchdog driver [e.g., see "user layer" and 
"watchdog time driver" and associated discussion col. 13, 
beginning line 14] . 

As per dependent claim 14: 

Mizoguchi teaches the plurality of the user applications are 
prioritized by a computer user to permit varying levels of 
watchdog protection [col. 1, line 50]. 

As per dependent claim 15: 

Mizoguchi teaches the application watchdog operates in 
conjunction with a system watchdog that is configured to monitor 
the computer operating system for periodic activity; and wherein 
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both the application watchdog and the system watchdog are 
sufficiently configured to restart the computer system if either 
watchdog does not receive a timer reset command within an 
allotted period of time [see timeout monitoring process 21 in the 
user layer and watchdog timer 22 and a process management 
subsystem 23 in the OS layer; see OS interval timer 25, col. 13, 
line 64]. 



As per independent claim 23: 

This claim is rejected for the same reasons detailed above in the 
rejection of preceding independent claims 1 & 7, and also for the 
following additional reasons: 

Mizoguchi teaches a computer system, comprising: 

• an operating system with at least two protection layers [see 
user layer col. 1, lines 19-24 and OS layer col. 1, line 21-24; 
see also the discussion of the hardware layer, the OS layer, 
and the user layer, col. 13, lines 15-19]; 

• one or more computer applications [see "hierarchized 
software programs", col. 1, line 8; see also "execution 
process" col. 1, line 49]; and 

• at least two watchdog drivers [see OS interval timer 25, col. 
13, line 64, and watchdog timer 24 and watchdog timer 
driver 22, col. 13, discussion beginning line 15]; 

• wherein a first of the plurality of watchdog drivers is 
configured to monitor the operating system for periodic 
messages and a second of the plurality of watchdog drivers 
is configured to monitor the computer applications for 
periodic messages [see timeout monitoring process 21 in the 
user layer and watchdog timer 22 and a process 
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management subsystem 23 in the OS layer; see OS interval 
timer 25, col. 13, line 64]; and 

• wherein if the second watchdog driver receives a periodic 
message from the computer applications in a predetermined 
period of time, the second watchdog driver delivers a 
command to clear the second of the plurality of watchdog 
timer devices [see OS interval timer 25 discussion of staring 
the watchdog timer driver, col. 13, beginning line 64]. 



As per dependent claim 24: 

Mizoguchi teaches if the first watchdog driver receives a periodic 
message from the operating system in a predetermined period of 
time, the first watchdog driver delivers a command to clear the 
first of the plurality of watchdog timer devices [see timeout 
monitoring process 21 in the user layer and watchdog timer 22 
and a process management subsystem 23 in the OS layer; see 
OS interval timer 25, col. 13, line 64; see OS interval timer 25 
discussion of staring the watchdog timer driver, col. 13, 
beginning line 64]. 

As per dependent claim 25: 

Mizoguchi teaches the watchdog timer devices are configured to 
restart the computer system if either of the watchdog timer 
devices do not receive a clear timer command from the watchdog 
drivers in a predetermined period of time [see request for 
reexecution, col. 1, lines 27- 32]. 

As per dependent claim 26: 

Mizoguchi teaches the watchdog driver creates timer events in 
the operating system scheduler that alert the watchdog driver 
when the predetermined period of time has expired [e.g., see col. 
4, line 21, "The watchdog timer outputs an abnormality notice 
when the timeout value set by the timeout value setting means at 
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the last stage is not set again even after a specific time has 
elapsed." and associated discussion]. 



As per independent claim 27: 

This claim is rejected for the same reasons detailed above in the 
rejection of preceding independent claims 1, 7 & 23 and also for 
the following additional reasons: 
Mizoguchi teaches a computer server, comprising: 

• a central processing unit ("CPU") configured to execute an 
operating system [col. 1, line 21] and key designated user 
applications [the CPU is inherent in the computer system 
disclosed by Mizoguchi, col. 1, line 5]; 

• a system memory coupled to said CPU [the system memory 
is inherent in the computer system disclosed by Mizoguchi, 
col. 1, line 5]; 

• an input/output processor ("IOP") configured to control 
server management architecture [the I/O processor is 
inherent in the watchdog timer and monitoring system 
disclosed by Mizoguchi, e.g., discussion col. 14]; 

• a system watchdog device configured to receive periodic 
messages from the operating system [see watchdog timer 
14 and associated discussion beginning col. 8, line 60]; and 

• an application watchdog device configured to receive 
periodic messages from the user applications wherein if 
either the system watchdog device or the application 
watchdog device does not receive a periodic message for a 
designated period of time, the watchdog device that does 
not receive the periodic messages initiates a command to 
the CPU to reset the server [e.g., see "timeout value" and 
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"timeout notice" and associated discussion col. 10, beginning 
line 43] . 



As per dependent claim 28: 

Mizoguchi teaches the system watchdog and application 
watchdog may be selectably enabled or disabled independent of 
one another [see timeout monitoring process 21 in the user layer 
and watchdog timer 22 and a process management subsystem 23 
in the OS layer; see OS interval timer 25, col. 13, line 64]. 

As per dependent claims 29 - 31: 
Mizoguchi teaches the watchdog devices are selectably 
configured to transmit an early warning interrupt or event 
notification to the CPU or I/O processor before the watchdog 
device initiates the server reset command [col. 12, see entire 
timeout discussion, see e.g., "This helps spend up the sensing of 
timeout" line 5; see discussion, re: restarting the timeout 
monitoring process, col. 14, beginning line 40 ]. 



Allowable Subject Matter: 

Claims 9-12 appear to be allowable over the prior art of record if 
rewritten to include all of the limitations of the base claim and 
any intervening claims, subject to the results of a final search. 
These claims stand objected to as being dependent upon a 
rejected base claim. The prior art of record does not teach nor 
fairly suggest the dedicated functions associated with particular 
bits, as claimed in dependent claim 9. Claims 10-12 depend upon 
dependent claim 9. 



Claims 16-22 appear to be allowable over the prior art of record, 
subject to the results of a final search, for at least the following 
reasons: 
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As per independent claim 16: 

The prior art of record does not teach nor fairly suggest a method 
of detecting and restarting an unresponsive computer application , 
including the step of where, if the system thread detects a 
periodic signal from the application before the watchdog timer 
counts to the final system reset value, the watchdog driver 
initiates a command to the watchdog timer to reset the watchdog 
timer to the initial value and wherein if the system thread fails to 
detect a periodic signal from the application before the watchdog 
timer counts to the final system reset value, the watchdog timer 
initiates a command to restart the computer system, as claimed. 



Prior Art not relied upon: 

Please refer to the references listed on the attached PTO-892 
which are not relied upon in the claim rejections detailed above. 
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